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Jury Convicts First Phisher Under CAN-SPAM Act
By Bob Keefe
Cox News Service
01/18/07 8:25 AM PT
Phisher Jeffrey Goodin has become the first person convicted by a jury under 2003's CAN-SPAM Act. EarthLink representatives said Goodin's actions cost their company $1 million, and individual victims say they lost hundreds. When Goodin is sentenced June 11, he could face up to 101 years in prison, although prosecutors acknowledge his sentence probably won't be that long.
A California man has been found guilty under the federal CAN-SPAM Act of using fraudulent junk e-mails to trick America Online users into giving up bank account numbers and other personal information.
At a week-long trial that ended Friday, 16 victims from Georgia, Florida and other states testified they had been tricked by the e-mails. Some said they lost hundreds of U.S. dollars.
Jeffrey Goodin, 45, was found guilty by a Los Angeles jury of using accounts he set up through Atlanta-based EarthLink (Nasdaq: ELNK) to send e-mails that appeared to come from AOL's billing department.
The e-mails warned AOL users that their accounts were in jeopardy unless they sent credit card or bank account information to "update" them.
Possible 101-Year Sentence
Goodin, of Azusa, Calif., is to be sentenced June 11. He could face 101 years in prison for violating the 2003 CAN-SPAM Act and other laws, although prosecutors acknowledged it's highly unlikely he'll get such a lengthy sentence.
Goodin set up and shut down the EarthLink e-mail accounts in rapid succession, according to prosecutors.
An EarthLink official testified that the company lost more than $1 million because of Goodin's "phishing" scam, according to prosecutor Wesley Hsu. On more than one occasion, AOL barred EarthLink subscribers from its network because of spam coming from EarthLink accounts, according to Hsu.
CAN-SPAM Poster Boy
"This was sort of the ideal case that I think Congress had targeted with the CAN-SPAM Act," said Hsu, an assistant U.S. attorney in the Justice Department's central California district office. "This guy changed the sending e-mail to make it look like an AOL billing address and as a result we had lots of victims fooled ... thinking they'd lose their AOL service if they didn't give them their billing information."
Hsu said it's unclear whether public frustration over spam played into the jury's decision. While he said he hoped the case would be a deterrent, Hsu acknowledged that even with the federal law, spam isn't going away anytime soon.
"I've already encountered cases where people are sending spam from Canada," he said. "And we can't do anything about that."
Goodin's case was the first-ever jury conviction under the federal CAN-SPAM Act. In September 2004, Hsu helped oversee the first guilty plea under the law, which Congress passed four years ago amid public outcry about the overwhelming volume of unsolicited, fraudulent e-mails.
In the earlier case, Nicholas Tombros, 37, of Marina del Rey, Calif., admitted tapping into private wireless Internet networks in the Los Angeles area in order to send spam advertising pornographic Web sites.
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