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May 10, 2004

Honorable Kevin Murray
4082 Stare Capitol

UNSOLICITED COMMERCIAL E-MAIL ADVERTISING - #22332
Dear Senaror Murray:

QUESTION

Does the federal Controlling the Assault of Non-Solicited Pornegraphy and
Marketing Act of 2003 (15 U.S.C. Secs. 7701 and following) preempt the provisions of Article
1.8 (commencing with Section 17529) of Chapter 1 of Part 3 of Division 7 of the Business and
Professions Code?

QPINION

The federal Controlling the Assault of Non-Solicited Pornography and Marketing
Act of 2003 (15 U.S.C. Secs. 7701 and following) preempts the provisions of Article 1.8
(commencing with Section 17529) of Chapter 1 of Parr 3 of Division 7 of the Business and
Professions Code, excepr Secrion 17529.5 of the Business and Professions Code and the
liability provisions applicable to that secrion.

ANALYSIS

By way of background, the federal Controlling the Assaulr of Non-Solicired
Pornography and Marketing Act of 2003 (15 U.S.C. Secs. 7701 and following; hereafrer the
CAN-5PAM Act) was enacted on December 16, 2003, to regulate commercial elecrronic mail
messages under che authority of the commerce clause of the United States Constitution (cl. (3),
Sec. 8, Art. I, U.S. Const.; hereafter the commerce clause). Under the commerce clause,
Congress has broad authority to enact measures regulating interstate commerce (see Atlanta
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Motelv. United States (1964) 379 U.S. 241). 'This authoriry is complete in itself, and is unlimited
excepr as specified in the United Stares Constirution (North America Co. v. Securities and Exch.
Commission (1946} 327 U.S. 686, 704-708).

Article 1.8 (commencing with Section 17529) of Chapter 1 of Parr 3 of Division 7 of
the Business and Professions Code’ (hereafter Arricle. 1.8) regulares unsolicited commercial -
mail advertisements. A commercial e-mail advertisement is defined for the purpose of Arricle
1.8 as meaning “any elecrronic mail message iniriated for the purpese of advertising or
promoting the lease, sale, rental, gift offer, or other disposition of any property, goods, services,
or extension of credic” (subd. (c), Sec. 17529). Arricle 1.8 prohibits a person or entity located in
California from initiating or advertising in unsolicited commercial e-mail advertisements
(hereafter UCEA), prohibirs a person or entity from initiating or adverrising in UCEA sent to a
California e-mail address (See. 17525.2), prohibits a person or entity from collecting e-mail
addresses or regisrering for multiple e-mail addresses using automared means for the purpose of
initiaring or advertising in, or enabling initiating or advertising in, UCEA sent from California
or ro 3 California e-mail address (subd. (a) and (c), Sec. 17529.4), prohibirs the use of an e-mail
address obrained by automared means ro initiare or adverrise in UCEA sent from California or
to a California e-mail address (subd. (b), Sec. 17529.4), and prohibits a person or entiry from
initiating or advertising in a commercial e-mail advertisement containing certain falsified,
misrepresented, obscured, or misleading informarion (Sees. 17529.5). Arricle 1.8 also
authorizes the recipient of a commercial e-mail advertisement rransmicted in violation of these
prohibirions, che electronic mail service pravider, or the Atwtorney General to bring an actiosn ta
recover actual d;u'xm,gf:s.,:E aurhorizes these parties to recover specified liquidared damages, and
provides for an award of reasonable attorney's fees and costs to a prevailing plaintiff, as specified
(Sec. 17529.8).

The question at issue is whether the CAN-SPAM Act preempts the provisions of
Article 1.8 It is a familiar and well-established principle that the supremacy clause {cl. 2, Arr.
VI, U.S. Consrt.) invalidares state laws that “inrerfere with, or are contrary to, federal law”
(Hillshorough County v, Automated Med. Labs.(1985) 471 U.5. 707, 712; hereafter Hillsborough).

" All furcher section references are to the Business and Professions Code, unless
orherwise specified.

" Article 1.8 provides that a cause of action that is in existence prior ro January 1, 2004, is
governed by the law in effect at the rime the cause of action arose (Sec. 4, Ch. 487, Stats, 2003).

* This opinion does nor address che validity of Arricle 1.8 under the "dormanr”
commerce clause of, or any other provisions of, the Unired States Constirution,
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State law is preempred by federal law (1) where federal law preemprs state law in express terms,
(2) where a scheme of federal regulation is sufficiently comprehensive ro make reasonable the
inference that Congress “left no room” for supplementary srate regularion, or (3) where state
law actually conflicts wirh federal law (Id., atp. 713).

The first question under Hillshorough is whether the CAN-SPAM Act expressly
preempts state law. In rhis regard, the CAN-SPAM Acr states “(e]his Act supersedes any
statute, regularion, or rule of a State or political subdivision of a Srate thar expressly regulates
the use of electronic mail to send commereial messages, except for any such srature, regnlation,
or rule that prohibits falsity or deceprion in any portion of a commereial elecrronic mail message
or informarion attached thereto” (15 U.S.C. See. 7707(b)(1)). Thus, the CAN-SPAM Acr
expressly preempes the provisions of a srare law governing the sending of commereial e-mail
adverrisements, excepr those provisions that prohibit falsity or deceprion. The CAN-SPAM
Act defines a commercial electronic mail message as meaning any “electronic mail message the
primary purpose of which is the commercial advertisement or promotion of a commercial
product or service” (15 U.S.C. 7702 (2)).

Sections 17529.2 and 17529.3, and subdivision (b) of Section 17529.4, regulate
commercial e-mail adverrisements for producrs and services. Subdivisions (a) and (c} of Seetion
17529.4 regulare activities that involve e-mail addresses and e-mail accounts and are diceetly
related to the sending of UCEA. These provisions do not regulate activiries involving falsity or
deception. Therefore, we think that rhey come under the express prohibition in the CAN-
SPAM Act and are thus preempred,

On the other hand, the remaining provision of Arricle 1,8, Section 17529.5, prohibirs
commercial e-mail advertisements sent from California or sent w0 a California e-mail address
that (1) contain or are accompanied by a third party’s domain name without the permission of
the third party,4 (2} conrain or are accompanied by falsified, misrepresented, obscured, or
forged header information, or (3) have a subjecr line that would be likely ro mislead a recipient
abour a material fact regarding the contents or subject matter of the message. We think rhat
Section 17529.5 prohibits commercial e-mail advertisements involving falsity or deceprion and
thar its provisions, and the relared liability provisions in Section 17529.8, are not preempted by
the express prohibition in the CAN-SPAM Act.

However, we nexr review whether the provisions of Section 17529.5, and the related
liability previsions, are in acrual conflicc with any provisions of the CAN-SPAM Act and
preempred on thar basis. A conflict berween federal and state law arises when compliance with

" An e-mail that conuains or is accormpanied by a rhird party’s dernain name without the
permission of the third party may imply rhat the sender is associated with the third party, that the
e-tail was sent with the approval of the third party, or that the third party is the sender of the e-
mail, and thus may be deceprive and misleading,
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borh federal and state regularions is a physical impossibility or when stare law stands as an
obsracle ro the accomplishment and execurion of the full purposes and objecrives of Congress
(Hillsborough, supra, at p. 713). Where there is 2 conflice between federal and stare [aw, state
law is nullified to rhe extent thac ir actually conflicts with federal law (Ibid.).

The CAN-SPAM Act makes it unlawful for a person to initiate the transmission of
& commercial e-mail message, or a transacrional or relationship message, that ¢onraing, or is
accompanied by, header informarion thar {s marerially false or materially misleading (15 U.S.C,
dec, 7704). The CAN-SPAM Act subjects a person who violares these provisions to specified
fines and imprisonment (18 U.8.C, Sec. 1037(b)) as indicared above, and imposes fines and
penalties if a person (1) accesses a protected computer withour authorization, and inrentionally
initiates the transmission of multiple commercial electronic mail megsages from or through the
computer, (2) uses a protected compurer to relay or rerransmit multiple commereial e-mail
messages, with the intenr ro deceive or mislead recipients, or any Internet access service, as ra
the origin of the messages, (3) materially falsifies header information in multiple commercial e-
mail messages and intentionally iniriates the rransmission of the messages, (4) registers, vsing
information that marerially falsifies the identity of the acrual registrant, for five or more
electronic mail accounts or online user accounts or wo or more domain names, and
intentionglly iniriates the rransmission of multiple commercial elecrronic mail messages from
any combinarion of the accounts or domain names, or (5) falsely represents himself or herself to
be the registrant or the legirimate successor in inrerest to the registrant of five or more Internet
Prorocel addresses, and intentionally initiares the transmission of mulriple commaereial e-mail
messages from the addresses, or conspires to do so (15 U.S.C, Sec, 1037(a)). Section 17529.5
makes it unlawful for a person or entity to advertise using a commercial e-mail adverrisement
sent from California or to a California e-mail address where the e-mail advertisement conrains
or is accotnpanied by a third party’s domain name without the permission of the third party,
where the e-mail advertisemenr contains or is accompanied by falsified, misrepresented,
obscured, or forged header information, or where the e-mail advertisernent has a subject line
that a person knows would be likely ro mislead 2 recipient about a marerial fact regarding the
contents or subject marrer of the message. Although the CAN-SPAM Act provisions and
Section 17529.5 overlap, we think thar compliance with both the federal and state regulations is
possible and that there is no actual conflict berween rhern.

Finally, in the CAN-SPAM Act, Congress determined that (1) there is 2 substanrial
government interest in regulation of commercial e-mail on a nationwide basis, (2) senders of
commercial e-mail should not mislead recipients as to the source or conrents of the mail, and (3)
recipients of commercial e-mail have a right to decline to receive additional commercial e-mail
from the same source (15 U.S.C. Sec. 7701). The CAN-SPAM Act was intended to further
these objectives. We do not think rhat the provisions in Seetion 17528.5, or the relared liabiliry
provisions in Secrion 17529.8, stand as an obstacle to the accomplishment and execution of
these purposes and objectives. Therefore, we conclude that Secrion 17529.5, and the liabiliry
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provisions related therero, are nor in conflict with the CAN-SPAM Act and are not preempred
by thar act on the basis of an actual conflict berween federal law and stace law.

Accordingly, it is our opinisn thar the federal Controlling the Assault of
Non-Selicited Pornography and Marketing Act of 2003 (15 U.S.C. Secs. 7701, and following)
preempts the provisions of Article 1.8 (commencing with Section 17529) of Chaprer 1 of Parr 3
of Division 7 of the Business and Professions Code, excepr Section 17529.5 of the Business and
Professions Code and the lizbility provisions applicable ro that section.

Very truly yours,

Diane F, Boyer—Vine

Legislative Counsel
Lo O Qedted?
By

Lisa C. Goldkuh!
Deputy Legislative Counsel
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