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UP FRONT 


Stealing Logos To Pull Spam Scams

Wal-Mart (WMT ), Home Depot (HD ), Starbucks (SBUX ). The names attract millions of shoppers -- and those who dwell in the ever-evolving world of computer fraud. Computer security firms are warning about a spate of "brand spam," e-mails promising a "$500 shopping card" at Wal-Mart or a "$500 Home Depot Gift Card." The offers, which use company names and logos without permission, require users to click on a link, type in personal data, and take a survey. Presto! The site says the gift will be mailed.

The offers are, of course, too good to be true. "They are using the brand name to add credibility," says Joel Smith, chief technology officer at AppRiver, an e-mail security firm. Smith estimates that of the 500 e-mails per second his firm filters, brand- spam offers account for about 3%. Most have complicated user agreements requiring consumers to take additional steps before getting a gift, such as signing up six others for the promo. It's unlikely, Smith says, that anyone ever receives the gift.

Like phishers trying to steal credit-card numbers, brand spammers are trolling for consumers' e-mail addresses and preferences. The reason? To sell the data to other spammers. Soon after signing up for one of these offers, a user gets spam for obscure lotteries or "free" movie tickets.

Wal-Mart spokesman Martin Heires says the company is warning consumers that it never offers freebies over the Internet. Home Depot says it has worked with law enforcement to shutter sites using its logo. Starbucks says it is aware of the Starbucks "offer," which is "definitely not a Starbucks project."
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